
  

 

PARTICIPATION REQUIREMENTS 
RED TEAM HUNT 

 

About the Red Team Hunt 
The Red Team Hunt is a fun, educational version of Capture the Flag that is more inclusive of all skill levels, where 
participants compete while benefitting from tips and tricks in instructional breakouts.   

 
Participant Requirements 

 Technical Requirements: 

o Experience with Kali/ Linux required 

o VPN Instillation required 

 Skill Requirements: 

o Recommended for SOC teams and threat hunters, managers, analysts, architects, and engineers 

o Basic hacking skills, which means: 

▪ You should be able to comfortably SSH to a destination. 

▪ You understand IP Addressing and IPv4 Address schemes. 

▪ You should have some basic knowledge of Active Directory. 

▪ You should be familiar with common network ports and the services which usually run on 

them. 

▪ You should have some basic knowledge of the Linux shell and command line arguments. 

▪ You should use a computer which you know will have no issues installing a VPN client and 

connecting to a VPN. 

▪ You should be familiar with the Operating System of the computer which you use in terms of 

installation of applications 

 

Beginner* Intermediate Advanced 
 You understand network 

concepts such as DNS, DHCP, 

RDP, TLN, etc.  

 You have a basic understanding 

of IP Addressing schemes 

 You worked with firewalls, proxy 

servers and routers 

 You can connect via SSH to a 

Linux device 

 You know basic Linux shell 

commands 

 You would like to expand your IT 

security knowledge 

 

 You worked with Logs and can 
find what you are looking for 

 You can create multiple Firewall 
rules 

 You successfully identify traffic 
types on your network such as 
SMBv1 

 You can monitor a host’s activity 
 You have implemented (or 

assisted) with the security 
architecture at your organization 

 You may have taken SANS 
training or similar industry 
training 

 You understand forensics 
analysis of metadata and PCAPs 

 You can build signatures for 
malware and/ or exploit detection 

 You have a strong command of 
the Linux shell and possibly 
scripting 

 You have successfully run attach 
and penetration tests 

 You have run hacking tools such 
as empire  

 You can find a C&C, Recon, 
Lateral Movement and 
Exfiltration across a network 

 You may have advanced 
certifications for SANS or OSCP 

 

*A “beginner” still requires a baseline of knowledge as outlined above 

 

Good luck players! 
 


